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We have a legal responsibility when receiving any personal details from any client. This comes under
GDPR (General Data Protection Regulations) brought in in 2018 and is a enforced throughout
Europe. The authority in the UK who oversee this are the ICO (Information Commissioners Office).

What are the GDPR requirements?

“In order for processing to be lawful, personal data should be processed on the basis of the consent
of the data subject concerned or some other legitimate basis,” In other words, consent is just one of
the legal bases you can use to justify your collection, handling, and/or storage of people’s personal
data.

You can collect and process data if....

v" Processing is necessary to satisfy a contract to which the data subject is a party.
You need to process the data to comply with a legal obligation.
You need to process the data to save somebody’s life.
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Processing is necessary to perform a task in the public interest or to carry out some official
function.

You have a legitimate interest to process someone’s personal data. This is the most flexible
lawful basis, though the “fundamental rights and freedoms of the data subject” always
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override your interests, especially if it’s a child’s data.

GDPR requirements: Five high-priority actions

Determine your role under the GDPR.

Appoint a Data Protection Officer.

Demonstrate accountability in all processing activities.
Check cross-border data flows.
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Prepare for data subjects exercising their rights.

Your role as an instructor/sub-contractor is to protect, not share and then destroy data once it is no
longer necessary. Robert McGrady is the Data Protection officer and will manage all Data. We are all
accountable and must fulfil our role in protecting personal details. Information will be transported
by hand in the form of a booking form, or emailed. This must have limited access and must be
destroyed when it is no longer necessary to store it. Anyone who has shared personal data with Up
& Under Adventures has the right to ask for information on what details have been stored, how long
it will be stored, what the purpose of collection is and the right to ask for data to be terminated. If
you have received a hard copy of personal data (IE Booking Form) this must be handed to the policy
officer. Any forwarded details via email must be immediately deleted on completion of any course,
or delete once the details are no longer required IE after completing a first aid form.
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There are further details below that explain our roles.

There are two types of information, these are Basic and Advanced DATA.
Examples are lists here.

e Basic DATA includes Name, Address, Email, NOK, Medical History for example.
e Advanced DATA includes Sexual Orientation, Religion, Political views for example.

Up & Under Adventures will ever only ask for Basic data unless advanced information is required in
regard to a safety issue. |.E. Religious dress.

To comply with DATA Protection regulations the Up & Under Adventures booking form now
explains:

e Why personal data is collected,

e If and when any 3rd Parties will receive it

o How long it will be stored for

o Their Rights to know what information is stored and why.

Why:

Data is collected so we have correct personal details for qualifications, medical conditions for safety,
contact details for late arrivals and NOK details in case of emergency.

3rd Parties:

This information will only be shared with instructors working on their course, or medical services if
required.

How long:

Any personal data will be destroyed on completion of a course with the exception of where an
incident or accident has occurred where these details may need to be used at a later date. This will
be held for 3 years for any adult and for 3 years after a child’s 18th birthday.

Their Rights:

All clients have the right to request what personal information Garland Mountaineering holds on
them, how long it will be held and the right to “Being Forgotten”.

Any questions should be referred to the policy officer.
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Further details on regulations are listed here for your information.

What are the 7 Principles of GDPR?

' Accountability

Lawfulness, fairness and transparency. 07  and Liability
Purpose limitation. \ /
Confidential
and Secure

7 PRINCIPLES

Data minimisation.
06

Accuracy. Limitation
of Storage in a

Form That Permits

Identification

Storage limitation.

IDENTITY

Integrity and Confidentiality.

Accountability.

https://youtu.be/OcYmI4N2pY4
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https://youtu.be/OcYml4N2pY4

